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DETAILED ACTION 

Claims 1-17 are presented for examination. 

Claim Objections 

Claims 10-17 are objected to because of the following informalities: The 
numbering of the claims is wrong. Claims 10-17 should read 9-16. Appropriate 
correction is required. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-17 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Kitamura et al., (U.S. Patent No. 6,907,496 and Kitamura hereinafter). 

Regarding claims 1-3 and 8, Kitamura discloses an access controlling method a 
second storage, comprising: 

a controller having a plurality of network ports connected to different networks, 
respectively, an access controller for processing I/O command requested for the 
network ports, and an access controlling table for storing access control setting 
information which defines the commands to be authorized between one of the plurality 
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of network ports and one of the plurality of nonvolatile data storing means (Col. 9, lines 
23-67 and Col. 10, lines 1-55); 

plurality of nonvolatile data storing means (Col. 8, lines 55-67 and Col. 9, lines 1- 
23); and 

an internal network for interconnecting the nonvolatile data storing means with 
the controller, wherein the access controller extracts an identifier of a data targeted by 
the I/O command from the I/O command received at the network port, confirms a 
nonvolatile data storing means to which the network port that received I/O command, 
refers to the access controlling table, and judges whether or not the command is 
authorized between the network port and the nonvolatile data storing means (Col. 7, 
lines 26-67 and Col. 8, lines 1-55). 

Regarding claim 4, Kitamura discloses comprising management console (i.e., 
control manager) for setting and changing the access control setting information (Col. 
10, lines 39-54). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Claims 10-1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kitamura et al., (U.S. Patent No. 6,907,496 and Kitamura hereinafter), in view of Li et 
al., (U.S. Publication No. 2003/0093509 and Li hereinafter). 

Regarding claims 10, Kitamura does not expressly disclose when exceeding a 
predetermined threshold of unauthorized accesses, access from the plurality of 
transportation ports the data is not authorized. 

However, Li discloses wherein when a judgment frequency of the access non- 
authorization to specific data stored the nonvolatile data storing means exceeds a 
predetermined threshold, access from the plurality of transportation ports the data is not 
authorized (Pages 2-3, Par. 0027-0030). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the storage assignment method of Kitamura 
by including wherein when a judgment frequency of the access non-authorization to 
specific data stored the nonvolatile data storing means exceeds a predetermined 
threshold, access from the plurality of transportation ports the data is not authorized as 
disclosed by Li. This modification would have been obvious because one of ordinary 
skill in the art would have been motivated by the suggestion of Li to facilitate access by 
multiple hosts to multiple storage devices in a manner consistent with network 
administrators' wishes and without risk of unwanted access conflicts (Page 1, Par. 
0009). 
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Regarding claim 1 1 , Kitamura does not expressly disclose wherein an 
administrator of the second storage is notified. 

However, Li discloses wherein when a judgment frequency of the access non- 
authorization to specific data stored in nonvolatile data storing means exceeds a 
predetermined threshold, an administrator of the second storage is notified that the 
judgment frequency of the access non-authorization exceeds a predetermined threshold 
(Pages 2-3, Par. 0027-0030). 

• Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the storage assignment method of Kitamura 
by including wherein an administrator of the second storage is notified that the 
judgment frequency of the access non-authorization exceeds a predetermined 
threshold as disclosed by Li. This modification would have been obvious because one 
of ordinary skill in the art would have been motivated by the suggestion of Li to 
facilitate access by multiple hosts to multiple storage devices in a manner consistent 
with network administrators' wishes and without risk of unwanted access conflicts 
(Page 1, Par. 0009). 

Claims 5-7 and 12-17 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kitamura et al., (U.S. Patent No. 6,907,496 and Kitamura hereinafter), in view of 
Sanada et al., (U.S. Publication No. 2001/0008010 and Sanada hereinafter). 
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Regarding claims 5-7, Kitamura does not expressly disclose wherein the access 
controller reports the I/O command judged as unauthorized to the management 
console. 

However, Li discloses wherein the access controller reports the I/O command 
judged as unauthorized to the management console (Pages 6, Par. 0102-01 14). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the storage assignment method of Kitamura 
by including returns to the host computer an LS_RJT frame which contains therein a 
reject parameter for rejection of its connection attempt as disclosed by Sanada. This 
modification would have been obvious because one of ordinary skill in the art would 
have been motivated by the suggestion of Sanada to make it possible for the storage 
control device to inhibit or deter any unauthorized access from the host computer 
(Page 1, Par. 0013) 

Regarding claims 12-17, Kitamura does not expressly disclose an access 
controlling method wherein when a system of the I/O commands is the SCSI (Small 
Computer system interface) standards, a "CHECK CONDITION" status is transmitted as 
a report of abnormalities. 

Sanada discloses an access controlling method according to claim 8: wherein 
when a system of the I/O commands is the SCSI (Small Computer system interface) 
standards, a "CHECK CONDITION" status is transmitted as a report of abnormalities 
(Pages 4-6, Par. 0063-0098). 
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Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the storage assignment method of Kitamura 
by including returns to the host computer an LS_RJT frame which contains therein a 
reject parameter for rejection of its connection attempt as disclosed by Sanada. This 
modification would have been obvious because one of ordinary skill in the art would 
have been motivated by the suggestion of Sanada to make it possible for the storage 
control device to inhibit or deter any unauthorized access from the host computer 
(Page 1, Par. 0013) 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Hubis et al., (U.S. Patent No. 6,343,324), 
Eichstaedt et al., (U.S. Patent No. 6,662,230), and 
Jantz, (U.S. Patent No. 5,867,736). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (571 ) 272- 
3796. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Arezoo Sherkat 
Patent Examiner 
Group 2131 
Jul 1, 2005 
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